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Abstract: The authors made an attempt to describe the problem of developing the concept of risk assessment of 
deviant online behavior of minors and young adults in social networks. The article looks into the psychological consequences 
of banalizing of the internet, analysis possibilities for offline and online behavior. Approaches for risk factors assessment of 
deviant behavior in real life are described: the qualitative (clinical), statistical (actuarial) and structured. The article systemizes 
the studies of risk factors, vulnerability, and deviant patterns in the context of phenomena such as aggressive, asocial, auto- 
aggressive, self-mutilating, suicidal, risk-taking and victim online behavior. Approaches and models of online deviant behavior 
are discussed; an attempt is made to build a structured model of risk assessment of deviant patterns of online behavior in the 
context of the cultural historical concept. On the basis of theoretical analysis, a hypothetical set of group, interindividual and 
intraindividual constructs is formulated, the combination of online and offline risk factors produces a model for risk assessment 
of deviant behavior. The article is written as part of the research project “Developing the profiling model of online behavior of 
minors and young adults in social networks” which was initiated by the Moscow State University of Psychology and Education. 
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Introduction 


In the modern world technologies are becoming an important part of people’s life, transforming it in 
such a way that people tend to see themselves as important participants in numerous global processes. 
The technology enables an individual to become a witness of events (albeit virtually) occurring many 
miles away. Now, like an editor of a media one can influence how important a particular piece of news 
is among other news, engage in debating topics of interest with absolute strangers, make one’s protest, 
block those participants in the discussion whom he/she doesn't really like, comment on events of all sorts 
etc (Tikhonova et al., 2017). It's hardly possible to call in question the point that the internet has given 
people powers they didn’t have before (Tkhostov, 2018). 

According to the survey results published by Hootsuite as of 2019 (Global digital report, 2019), 
57% of the world population (4.388 bln people) are internet users, 45% of the population (3.5 bin) use 
social networks. The corresponding numbers for the Russian Federation are the following: 76% of the 
population are internet users and slightly less people - 49% - are social networks users. On average 
the Russian internet users spend online 6 hours and 29 minutes every day (which is 1.55 times less 
than those in Philippines do, but 1.73 times more than in Japan). According to the same source, social 
networks are used for 2 hrs 16 mins. (Global digital report, 2019). A cursory glance can show that no 
matter where users of the World Wide Web are (at scientific conferences, important meetings, attending 
classes in school or in universities, sitting in cafes, walking along streets, driving their cars etc.), they 
always find themselves faithfully following latest developments, reading the news, using social networks, 
playing online games, watching football matches or films. 

The estimates obtained through the survey are debatable though, as internet users can hardly be 


“Corresponding author: dvoryanchikovnv@mgppu.ru 


www.ijcrsee.com 
105 


Dvoryanchikov, V. N. et all. (2020). Deviant online behavior in adolescent and youth circles: in search of a risk assessment 
model, International Journal of Cognitive Research in Science, Engineering and Education (IJCRSEE), 8(2), 105-119 


accurate in their appraisals for a number of reasons (getting involved in online activities which distorts 
perception of time, or self-justification, because it can be revealed from self-observation that everyone 
is spending increasingly more time online - in the public transport, during one’s education classes, at 
home etc, i.e. users underrate their appraisals of the time they spend online). If we turn to the criteria of 
internet addiction or problem internet usage suggested by K. Young (similarly to the signs of pathological 
gambling), then presence of the following 5 signs indicates addictive online behavior: 1) preoccupation 
with the internet; 2) the need to prolong one’s online session for self-gratification; 3) recurrent efforts 
to spend less time online; 4) irritability; 5) depression; 6) mood swings when internet usage is limited; 
7) online sessions take longer than expected; 8) work and relations become threatened by the internet 
usage; 9) misleading others about one’s time online; 10) using the internet to feel better (Young,1998). It 
is obvious that online time appraisals aren’t accurate. 

Thus, the general tendency is as follows: the number of people who use the internet and social 
networks is in steady rise, adolescents and young people are the most active population group. Besides, 
the age of starting internet usage is decreasing. And so is the age when people start using the internet 
independently and decide for themselves what content to consume. Because of technological progress, 
this media source has become personalized and gone mobile (Livingstone et al., 2011). According to the 
most recent studies made in European countries (including Russia), it seems possible to state that over 
the decade there’s been a significant growth in the number of smartphone users, and that the amount of 
time which happy internet users spend online has risen, having doubled in a number of countries (Smahel 
et al., 2020). And these are adolescent circles. 


Psychological consequences of banalizing the internet 


Researchers’ attention is largely attracted to looking at what happens to an individual while online, 
what psychological consequences of using modern technology (including the internet) there are. The 
consequences do exist, as a large part of one’s day-to-day life is spent online, as far as it can be judged 
from the statistical data (Internet in Russia, 2018; Global digital report, 2019). 

According to TkhostovA.Sh., it should be possible to indicate a number of consequences of misusing 
technology, both specific and non-specific. In the former case the base defect is effort deficit as well as 
voluntary regulation deficit. Secondary disorders are linked to difficulties with initiating and planning an 
activity, impaired control, and infantilization. In the latter case the basic defect is the isolation of higher 
mental functions and disruption in their hierarchical structure. In this case the secondary impairments are 
associated with “clipped mindset”, barriers blurring, problems with undertaking obligations and accepting 
responsibilities, subordination as well as diffused identity (Tkhostov, 2018). Due to insufficient space for 
discussing this problem here, let’s ask ourselves though, what misuse is. 6.5 hours of time a day which is 
devoted (on average) voluntarily to the internet - is it a sign of this misuse? 

The exponential growth of social networks usage (Global digital report, 2019), has undoubtedly had 
an effect on the interpersonal communication specifics, for it has largely moved from the real world to the 
virtual world (Lowry et al., 2016). As A. Kende maintains, “Social media (and the attendant technologies) 
pose probably the largest upheaval to the way in which people interact and engage with each other since 
the time of William James” (Kende et al., 2015, p. 277). 

So, the consequences of the breakthrough emphasized by A. Kende include a deep transformation 
of the communication process itself, of the power relations which are conjugated with it, in particular 
those linked with widening the rights which participants may have in communication (Marzouki, 2016), 
the changes touched the communication norms as well. What belongs to other qualitative changes of 
communication process as compared with the real world situations is its simplification. Participants in 
communication now have significant freedom for staying anonymous (with all the ensuing psychological 
consequences and interaction specifics given by the anonymity). What we relate to qualitative differences 
of the communication process occurring via the internet is the ability to modify or construct one’s identity, 
interrupt or altogether stop one’s communication at every moment (Emelin, V. A. and Tkhostov, A., 2015, 
2016). 

Using new technology, in particular the internet, alters the actor himself/herself and also affects his/ 
her communication with others, changing the nature of the process. And now the question is: do the things 
mentioned above suggest that with the advent of the internet and its widespread use the communications 
in real life, too, undergo changes or maybe the changes primarily occur in online communications rather 
than in the real world, without affecting the latter. If we take Tkhostov's ideas, then it follows that in the so 
called digital era it becomes possible to speak about the changes happening to an individual and to the 
way he/she thinks, feels and behaves with all the ensuing consequences. 
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Online and offline behavior: some analysis possibilities 


A number of researchers ask themselves how behavior in the real world relates to that in the 
internet. It seems possible to indicate a significant number of empirical facts, obtained within the 
framework of differing theoretical models (for example, Bandura, 1977; Joinson, 2007; Kende et al., 2015; 
Moor and Anderson J. A, 2019). There are empirically obtained reasons to believe that people are better 
at expressing their true selves while online than in real life (Kende et al., 2015). Experimental results 
suggest that the internet and social networks in particular are a means of mobilizing people to participate 
in collective acts (Kende et al., 2015; Shumann and Klein, 2015). At the same time other studies indicate 
the emergence of ‘slacktivism’ (the so-called ‘couch activism’), which is a less costly form of activity (draw 
up or sign an online petition, share some information in the Net) than real actions (Shumann and Klein, 
2015). Let’s outline here some possibilities for studying the problem of relationship between online and 
offline, in particular, related to deviant, anti-normative behavior on the internet and its correlation in real 
life. 

The phenomenon, whose consideration is appropriate in connection with studying the aforementioned 
problem of relation between online behavior and behavior in real life is disinhibition online. 

A. Joinson, basing on the work of F. Zimbardo, suggested defining the phenomenon of disinhibition 
in the following way: “if inhibition is when behavior is constrained or restrained through self-awareness, 
anxiety about social situations, worries about public evaluation and so on, then disinhibition can be 
characterized by an absence or reversal of these same factors ... disinhibition on the Internet ... is seen 
as any behavior that is characterized by an apparent reduction in concerns for self-presentation and the 
judgement of others” (Joinson, 2007, p.63). 

From the point of view of J. Suller the essence of this phenomenon is that individuals behave 
differently in online communications (say and do things they wouldn't allow themselves in real 
communications) (Suler, 2004). While not something pathological, disinhibition can be implemented in two 
independent forms (ibid): in one case (benign disinhibition) the individual shares very private information, 
discloses his/her secrets, fears, doesn’t conceal their emotions, tries to help another person (but is 
excessively supportive). In the opposite case (toxic disinhibition) the individual is rude to another person, 
expresses undue criticism or even threats, visits websites whose content has violence, brutal actions, 
aggression. As Suller writes, it is unlikely that that individual would visit this territory in real life. If the first 
online disinhibition form can be linked to personal growth and development, then it is interesting to know 
what consequences of the second disinhibition form might be. According to Suller (ibid), emergence 
of disinhibition has nothing to do with pathological processes. All that matters is that the cyberspace is 
conducive to lowering the barriers that control one’s behavior in real communication. Suller suggests a 
six-factor model of online disinhibition effect: dissociative anonymity, invisibility, asynchronicity, solipsistic 
introjection, dissociative imagination, and minimization of authority (ibid). 

On the one hand, among other explanatory mechanisms, applicable to studying online disinhibition, 
there is a phenomenon of deindividuation, which was originally described by Lebon_ in his works on 
mob psychology as early as 1895 (Lebon, 2011). The mechanisms of deindividuation were studied 
experimentally by Festinger and his colleagues (Festinger, Pepitone and Newcomb,1963) almost half a 
century later. The transformation that happens to an individual in a crowd, does not emerge exclusively 
in a large natural group, it happens every time the individual finds himself/herself in a group. According to 
L. Festinger: “There occurs sometimes in groups a state of affairs in which the individuals act as if they 
were “submerged in the group.” Such a state of affairs may be described as one of de-individuation; that 
is, individuals are not seen or paid attention to as individuals....under conditions where the member is not 
individuated in the group, there is likely to occur for the member a reduction of inner restraints against 
doing various things’ (ibid, p.382). It is obvious that a person behaves differently in the deindividuation 
state than he/she does outside this state and it is also clear that the analysis of one’s behavior online is 
hardly applicable to predicting that in the real life. 

Another analysis direction, diametrically opposed to the one mentioned above, originates in the dark 
triad (or tetrad) logic. It has intraindividual constructs of psychopathy, machiavellianism and narcissism 
(the construct added to make a tetrad is sadism). Numerous studies suggest that people with these traits 
are predisposed to asocial, non-standard, transgressive behavior and violation of social norms (Buckels, 
Trapnell and Paulhus, 2014; Mededovic and Petrovic, 2015; Moor and Anderson, 2019). The appeals 
to “the dark triad” undoubtedly seem valid. On the basis of the systematic analysis of 26 studies Moore 
and Anderson arrive at the conclusion that the traits contained in “the dark triad” are related to trolling, 
cyberagression, cyberidleness, sending unwanted images, cyberbullying, misuse of social networks and 
the internet, problem online gambling, etc. The studies reviewed suggest that psychopathy is the trait 
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that is most pertinent to this behavior. Machiavellism and sadism are somehow related to it, too, but to a 
lesser degree. Finally, narcissism is the least connected with asocial behavior on the internet (Moor and 
Anderson, 2019). 

There are empirical indicators, making it possible to identify the possessors of such personality 
traits (Panicheva, Ledovaya and Bogolyubova, 2016). In other words, it opens an opportunity to identify 
individuals with the dark tetrad on the basis of lexico-semantic indicators in texts, posted in social networks, 
and furthermore - make projections into the future regarding violation of norms both on the internet 
(such as bullying, trolling) and in real life. However, this combination of intraindividual constructs isn’t 
unique - numerous publications contain considerable number of studies, appealing to various personality 
dispositions that are linked to deviant behavior (Martinez-Ferrer, Moreno and Musitu, 2018). 


Deviant behavior: risk, vulnerability, protective factors and approaches for assessing it offline 


Traditionally in the domain of deviantology and legal psychology what is understood as deviant 
behavior is persistent, recurring behavior which violates social norms, |s not in line with the conventional 
values and rules, is negatively judged by other people, leads to the individual’s maladaptation, is harmful 
to both the person and the society. In different classifications certain parameters serve as the criteria 
for deviant behavior. They are: the violated norm type, the psychological aims for the behavior and its 
motivation, implications and damage done, as well as individual and stylistic parameters of the behavior 
(Zmanovskaya, 2003; Delibalt et al., 2017). 

In the context of behavioral problems, related to deviant behavior, asocial manifestations or 
behavioral disorders these concepts are used: “risk”, “vulnerability”, “resources for development”. 
Combined together, they can either aggravate or ameliorate various difficulties. Risk is understood as any 
condition or circumstance that increases the likelihood of formation of problem or deviant behavior (Wenar 
and Kerig, 2007). At the same time, it is important to note the impossibility of making a comprehensive 
risk factors list because the cultural-historical context always changes. Risk can condition the formation 
and development of behavioral difficulties, but it just points to the probability of problems for the children 
who are exposed to it. According to a number of studies, it is possible to single out the most prevalent 
risk factors in an individual's childhood which predispose him/her to delinquent behavior in adolescence. 
For instance, learning impairments, learning disability, severe behavioral problems (e.g. acts of arson or 
cruelty to animals), school problems, family dysfunction, delinquent peers in one’s environment etc. 

However, even information about the risks isn’t enough to prognosticate the individual's behavior. It 
is also necessary to find the so-called vulnerabilities, i.e. the factors which increase his/her reaction to risk 
(Wenar and Kerig, 2007). A vulnerability only increases the chance of emerging of behavioral problems 
in those children who are susceptible to it; it manifests itself as an interactive effect. Among the factors 
pertaining to vulnerabilities are (Rutter, 1985) quick temper, underdeveloped ability for planning, lack of 
positive school experience, lack of loving care, poor social skills etc. 

In addition to it, it is also necessary to take into account the so-called protective factors or 
development resources, i.e. the factors which increase the individual's stability against adverse factors 
(Wenar and Kerig, 2007). It is important, because not all children, who are at risk, develop behavioral 
disorders. At the same time, the full spectrum of protective factors is also lacking, and so is the risk factors 
list. Various studies show that the factors belonging to the development resources can be high intelligence 
level, emotional maturity, wide circle of interests, good progress in one’s studies, communications with 
prosocially behaved peers, support from a prosocial adult, the ability to ask for help, love and care in one’s 
family and others (Rutter, 1985). 

Analyzing factors of risk, vulnerability and resources plays a special role in developing assistance 
and prevention programs, in particular, this problem is acute in the domain of preventing of recurrence 
of socially dangerous behavior. Three approaches can be marked out to assess the risk of deviant and 
Ot behavior: qualitative (clinical), quantitative and structured (McMurran, 1996; Dozortseva et al., 
2011). 

The qualitative (clinical) approach was used in forensic psychiatry for resolving issues with illegal 
behavior prediction. The objective was to provide a list of criteria whose assessment would be useful 
in finding the probability of committing various criminal acts by patients. The factors assessment was 
carried out through qualitative analysis of the clinical presentation, the course of the mental disorder and 
its prognosis. This approach implies an in-depth, comprehensive analysis on the basis of the experts’ 
knowledge and experience, but is more focused on individual risk assessment. The approach isn’t 
perfect, as the assessments and diagnostics are inherently subjective, labor- and time-consuming in their 
procedure. Besides, the resolutions passed tend to indicate high risk of illegal behavior, violence and 
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aggression. To address these problems a number of steps were taken to standardize the assessment 
criteria; certain mathematical algorithms and procedures were suggested to evaluate the efficiency of the 
resolutions. (Makushkin et al., 2009; Dozortseva et al., 2011; Monahan and Steadman, 1996; Dolan and 
Doyle, 2000). 

The second approach to risk assessment is statistical (quantitative or actuarial). It appeared as 
an alternative to the qualitative one and is built upon assessment and analysis of risk factors of unlawful 
behavior in various gender and age groups, which are statistically obtained on the basis of formalized 
procedures and scales. In doing so, various demographic data are used, for example, the age of debut of 
the problem behavior and delinquency, the development history of aggressive behavior and other social 
attributes, obtained from the statistical analysis. The tools developed within this approach contain a fairly 
limited number of assessment parameters (these are relatively stable) as well as clear procedures of 
quantitative assessment. Thus, the limitations of this approach lie in the fact that individual psychological 
specifics of a person are not taken into account. It therefore follows that these tools are of limited prognostic 
validity (Monahan and Steadman, 1996; Dolan and Doyle, 2000; Makushkin et al., 2009, Dozortseva E. 
G. et al., 2011). 

The third approach is an attempt to overcome the limitations of the two approaches mentioned 
above and is built upon the idea of structured assessment of unlawful behavior risk. Such assessment is 
quite flexible and combines both qualitative and quantitative approaches. The tools, developed as part of 
this approach, make it possible to assess the risk over time and to take into consideration the so-called 
“historical risk factors”. The assessment is built upon comparison of various facts about the case, which 
makes it possible to structure quantitative and qualitative risk factors of the past, of the current situation 
and also find protective factors, i.e. resources. It provides an opportunity to make a probabilistic prediction 
about the behavior. At the same time, to improve assessment precision, mandatory requirements are 
imposed: the information assessed must be recorded in different sources, the assessment criteria must 
be clear and unambiguous, the assessment must be limited to a certain period of time and the assessment 
inventory should be intended for certain categories of offence (Wallinius M., 2012; Dozortseva E. G. 
et al., 2011). Among the tools implementing this approach Youth Risk/Needs Assessment (RNA) Tools 
should be mentioned (Hoge and Andrews, 2002; Hoge, Andrews and Leschied, 2002; etc.). The principles 
of this method were also applied in the tool “Risk and Possibilities” that is fairly often used in Russia 
for prognostic risk assessment of repeated illegal behavior and for constructing an individualized work 
program for a particular minor (Bulgakova et al., 2009). 


Online-behavior: the study of factors of risk, vulnerability and deviant patterns 


Using of approaches and tools for risk factors assessment of deviant and unlawful behavior relies 
more on the data obtained from minors’ offline life. However, as it was pointed out earlier, nowadays 
minors and young adults make extensive use of the internet and the most popular with them are different 
social networks. Both offline communications and those in social networks may hold potential risks for 
users’ psychological safety. 4 types of such risks are distinguished by Soldatova G.U. et al., (2013): 
1) content-related risks, caused by viewing information which evokes stress; 2) communication-related 
risks, involving chances of user’s confrontation with various unwanted communications (different forms of 
cyberbullying, sexual harassment, etc); 3) technology-related risks existing due to the user's difficulties in 
interacting with social networks websites/apps, as well as hacking into the user’s cloud-based accounts; 
4) consumer-related risks, including internet scam (fake online shops or charities, phishing etc). 

In their study of controlling content-related risks which students have in social networks Zhdanova 
S. Yu. and Doronina V. F. (2019) attempted to single out the content-related risks categories which 
social networks users may encounter. Using content analysis, the authors analyzed the answers that 
the respondents gave to the questions from a questionnaire and singled out 8 risk categories (false 
information; information about violence and injuring oneself and others; sexual content; promotion of illicit 
substances; propaganda of ideas and social movements; information that changes one’s mental state; 
information transgressing moral and ethical standards; advertising) and their formal characteristics. The 
results of the study indicate that the most prominent content occurring in social networks is one which 
violates moral and ethical standards, which is then followed by information influencing one’s mental state 
(like shocking content), and also information related to violence, aggression and false information. 

However, the question is: if itis possible to speak about any norms on the internet, how these norms 
get manifested, how they correlate with the norms in the offline reality, what the way of their interiorizing 
is and also how these norms influence online activity and online behavior. 

Emelin, V. A., and Tkhostov, A. (2013) point out that the functions of the Internet can be put into 
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two related but independent enough domains: informational and communicative. Translating this into the 
terms of online behavior, one can suggest the existence of its two forms (online work with information and 
communications), with which one can associate various kinds of it, encompassing more special cases of 
manifestation of online activity. 

Researchers’ attention is in particular drawn to one’s online search behavior, which is able to reflect 
one’s current needs, as well as cognitive styles (Madle et al. 2009). One should mention the involvement 
into online behavior (probably into its specific manifestations and not generally) which is influenced by the 
user’s psychological and social characteristics, his/her skills and expectations (Short C. E. et al., 2015). 

Researchers often view online behavior as a form of social behavior (Brodovskaya, 2016; Pelaprat, 
2012). Attempts are made to single out its strategies. In the first place, what Is taken into consideration, 
especially in the initial stages of research, is how intense one’s online behavior is (how much time is spent 
online) and later on the content of one’s online behavior (communication, search for information, services 
in various contexts) is considered (Brodovskaya, 2016; Java et al., 2007). 

There are culturally conditioned peculiarities in online behavior of different people which, in turn, 
determine their attitudes, values, ideas and behavioral patterns. Online activity can also influence one’s 
cognitive styles and behavior in reality (Attrill, 2016). Among other things, the studies indicate the link 
between individual-psychological personality traits and one’s online behavior specifics (Rubtsova, 
Panfilova and Smirnova, 2018; Whitty et al., 2018), as well as the possibility of one’s online behavior 
being influenced by different identities at various moments, depending on which one comes to the fore in 
certain situations (Helsper, 2014). 

Online behavior happens in reality and, mediated by technology, is displayed in the virtual space. 
Therefore, despite all the layers of virtual space, that refract mental processes, online behavior must 
contain the element of psychical functioning, typical for real life activity. At that, there must be mechanisms, 
providing changes to online behavior as compared to the real one. It can be assumed, that the forms of 
online behavior (“dealing with information” and “communication’) are closely linked. Oftentimes one form 
may come as leading and the other one as auxiliary. Thus, online behavior can be defined as a form 
of social behavior, occurring in the virtual space and to a certain extent reflecting the user's individual- 
psychological and socio-psychological features. 

Internet space and social networks are not only digital reality, but also act as the new social 
community. At present, the studies of mechanisms of cyber- or digital socializing are of certain relevance. 
(Chitosca, 2006; Pleshakov, 2012; Luchinkina, 2015; Delaney and Madigan, 2017; Soldatova, 2018; 
Aysina and Nesterova, 2019). This process is seen as the user’s integration with electronic socio-cultural 
environment and is connected with his/her familiarizing with the culture values, norms and rules of online 
communications. According to Soldatova G.U. (2018), in the virtual space the individual obtains some 
social experience, which is then reproduced in the mixed reality of online and offline. That leads to 
formation of one’s digital personality as part of his/her real personality. 

Aysina P. M. and Nesterova A. A. (2019) point out that cyberspace generates and suggests its 
own rules and norms of communication, absent in the offline reality. In the authors’ opinion, the traditional 
socializing and cyber-socializing can either mutually complement or disagree with each other. At that, it is 
suggested to single out two types of cyber-socializing: a positive and a negative one. The positive cyber- 
socializing involves gaining helpful experience online, using it as development resource for the offline 
reality, it also involves safe exploration of the cyberspace. The negative cyber-socializing manifests as the 
user’s intense online activity combined with “poor capacity for self-regulation while using online resources 
along with deviant patterns in one’s online communications and/or high vulnerability to aggressive online 
interventions” (Aysina and Nesterova, 2019, p.49). The authors also mark out three levels of cyber- 
socializing - high, medium and low. However, what remains debatable and requiring empirical testing is 
the question of how these types of cyber-socializing are related to one’s social functioning in real life and 
how online and offline deviant patterns correlate. 

The researchers’ attention in the context of studying deviant patterns of online behavior in social 
networks and internet space encompasses phenomena such as aggressive, asocial, auto-aggressive, 
self-mutilating, suicidal, risk-taking and victim online behavior. At the same time, various strategies 
and research designs are used. For instance, what is analyzed is the content of online communities in 
different social networks and services such as VKontakte, Facebook, Instagram, YouTube and others. The 
researchers study the links between the parameters of the internet and social networks usage (frequency, 
popularity, audiences’ gender structure etc.) and the occurrence of certain behavioral problems. They 
correlate the psychological make-up of internet users’ and their tendency to various kinds of deviant 
behavior. Attempts are made to find relationships between the psychological make-up of the subjects 
and the publicly available contents of their online accounts (with their consent). 
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Thus, the research work by Vaske E. V. and Goryunova O. |. (2018) gives the results of a 
psychological and legal analysis of destructive online manifestations on the example of 228 internet 
communities created in VKontakte and Instagram. The total audience is more than 1.5 min users aged 
12-25. The authors analyze the content specifics and describe the typology of the online groups (the 
communities advocating delinquent attitudes, near-extremist symbols, scenes of violence and atrocities, 
suicidal content etc.). The study showed that the activities of internet groups administrators aimed to 
develop stereotypes of destructive behavior of various extent and orientation in their visitors without 
critical understanding on the part of the visitors. 

According to the data obtained by Soldatova G. U., Chigarkova S. V. and Lvova E. N. (2017), 
adolescents of 12-17 often face aggressive communications on the internet. However, the Pew Research 
Center data suggest that not only minors, but also adults faced various types of harassment or bullying 
(40% of internet users), 73% of the respondents witnessed it (Duggan, 2014). In addition to age, gender 
is an important factor of cyber-bullying, too: boys act as aggressors more often, but they tend to undergo 
online harassment more often as well. Girls are more at risk to be victimized by cyberbullying (Kiriukhina, 
2019). 

The main peculiarities of online harassment are anonymity, regularity, lots of witnesses (both known 
and unknown), lack of feedback and uninhibition (Khlomov, Davydov and Bochaver, 2019). 

The predominant types of aggression are flaming, trolling, hating, aggressive messaging, “happy 
slapping”, sexting, cyberbullying and others (Bocij and McFarlane, 2003; Spears et al., 2009; Soldatova, 
Chigarkova and Lvova, 2017). Cyber-humiliation can also involve online taunting or social online cruelty 
via email, instant messaging, chats, personal websites, gaming websites, pager messaging and digital 
messages or images sent through cellular phones (Kowalski, Limber and Agatston, 2012). 

It is noted that the key motives of cyberbullies are domination and amusement, whereas impunity, 
anonymity and some other attributes of online space simplify aggressive communications (Soldatova, 
Chigarkova and Lvova, 2017). Among other motives are communication problems, participation need 
(Pronk and Zimmer-Gembeck, 2010), dominance need, (Pellegrini and Bartini, 2001) and others. The 
major problem is the scarcity of studies in the field of motivational sphere of offline and online harassment. 
However, some authors state that cyberbullies have similar motives as conventional bullies do (Sanders, 
Smith, and Cillessen, 2009). In the domain of motivational sphere of cyberbullying there are studies 
highlighting the motive of revenge (22.5%) (Hinduja and Patchin, 2014). But, as we see it, these studies 
don’t emphasize if this revenge is directed against a particular person (previously harassed in the 
conventional, offline way) or if it is aimed at some other person. Among cyberbullying motives can be 
“they deserve it” attitude towards those with bad reputation, pressure upon children of the same age in 
the context of their urge to conform with their reference group, “boredom and looking for fun” as a way to 
fill the gap in one’s life in the absence of hobbies or interests (Kiriukhina, 2019). 

Some authors emphasize that real world and online harassment are somehow related. The majority 
of cyberbullies experienced cyber-victimization, and nearly half of them experienced harassment in real 
life (Ybarra and Mitchell, 2004). 

There are studies showing that girls act as online bullies more often than boys do (Owens, Shute 
and Slee, 2000). This agrees with the studies, stating that girls are more likely to resort to indirect forms 
of aggression than to direct ones. Cyberbullying can be called an indirect form of harassment, since one’s 
ideas can be expressed without any personal contact. Thus, there is no limit to things that can be written 
(Keith and Martin, 2005). 

Some studies suggested looking into the personality of the cyberbully and his/her victim. For 
example, the work conducted by Australian researchers and aimed to find differences in victims and 
non-victims of cyberbullying in terms of attachment, locus of control, self-esteem and copying strategies, 
produced the following results: there were slight differences in all respects except self-esteem. The self- 
esteem in the subjects who faced cyberbullying only once was higher than in those who have never 
confronted online harassment or have been the victim of cyberbullying multiple times (Muller, Skues and 
Wise, 2017). 

John, etal. (2018) point out that children and youth under 25, who were the victims of cyberbullying 
are susceptible to double risk of self-mutilating and suicidal behavior and it should be taken into account 
when developing a preventive program. 

Semenov A., Veijalainen J. and Kyppo J. (2010) show that oftentimes the adolescents who 
committed school shooting have personal pages in social networks where they leave traces of their 
internet activities and some markers which make it possible to assess their intentions to carry out attacks 
on schools. According to the study conducted by Dozortseva E. G., Oshevskiy D. S. and Syrokvashina 
K. V. (2020) on the basis of criminal cases analysis during psychical and psychiatric examination, the 
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adolescents who committed attacks on schools were outcasts and isolated in their classes, their identities 
indicate orientation to the role models of the minors who committed the attack on the “Columbine” school 
in USA. Data are obtained showing that the shooters had suffered from bullying in their schools, and, at 
the same time, their internet activities and the social networks communities which they visited served as 
factors of influence and emotional support. Also, these adolescents are distinguished by aggressive and 
auto-aggressive behavior shaped long before their shooting, some of them have mental health problems. 

Polskaya N. A. and Yakubovskaya D. K. (2019) presented a publications review on self-mutilating 
behavior in social networks. The authors give generalized data from various studies indicating that 38- 
50% of adolescents and young people demonstrate online self-mutilating behavior. Referring to the study 
conducted by Moreno, Ton, Selkie, et al. (2016), they note that during 2014 and 2015 the English-speaking 
segment of Instagram experienced growth from 1.7 mln to 2.4 min in users’ postings of self-mutilation. 
The researchers marked out content categories of self-mutilative behavior in social networks such as 
hashtags, images and comments. The study shows that online communications can have positive effect 
on users’ condition (e.g. one can have one’s spirits raised, get help and support etc), but they can also 
act as risk factors strengthening the users’ tendency towards self-mutilation (or interest to it), increasing 
morbid emotional reactions, unsafe risk-taking behavior and imitation. It is noted that the adolescents 
who are susceptible to self-mutilation can be vulnerable in social networks, which increases the risk of 
becoming a victim of cyberbullying. The study indicates the necessity of developing preventive programs 
and assistive content. 

Sokolova M. V. and Dozortseva E. G. (2019) researched the inclination to auto-aggressive behavior 
in adolescents and the information they consume online. The pilot study revealed correlations between 
auto-destructive, suicidal tendencies and the frequency of consuming unwanted content, between 
aggression and anxiety and consuming destructive information as well as correlations between different 
tendencies toward deviant behavior and visiting social network communities having inappropriate content. 

The problem of online suicidal behavior is considered in the study conducted by Luchinkina, A. I. 
(2015). twas shown that the suicidal virtual personality is based on the real one and that the manifestations 
of the former are influenced by one’s: motives for one’s online presence; technical savviness; selection 
of personal mythology (e.g. associating suicide to bravery, love to misfortune, one’s quarrels to death, 
and to top it all, the main message is one’s uselessness; one’s death is seen as a means to resolve one’s 
problems and to understand the meaning of life; one’s sufferings get emphasized in online postings). 
The manifestations of the suicidal virtual personality are also influenced by parameters such as one’s 
orientation (prosociality, asociality or anti-sociality), virtualization (time spent online; relationship between 
one’s real and virtual images) and involvement (technical skills, identification with an online subculture). 

The assessment of online behavior which is usually associated with pre-suicidal condition is rather 
controversial. It is mentioned that individuals in such condition spend more time online; create posts 
indicative of their emotional state and frequent the websites with suicidal content. It is shown that in this 
way the individuals actualize their need for support for understanding their emotions and seeing that 
their problems aren’t unique (Marchant et al., 2017; Biddle et al., 2018). This is believed to be especially 
important to sensitive and withdrawn people (Durkee et al., 2011). There is also evidence that women 
are more inclined than men to look for support and to share online some of the aspects of their pre- 
suicidal condition (Sueki, 2015). They also seek constructive ways to handle stress. This is the positive 
aspect of the behavior described but it also involves negative effects, such as normalization and positive 
appraisal of suicidal behavior, seeking partners in suicide and unrestricted spreading of information on 
self-mutilating, and as well as increased levels of despair (Marchant et al., 2017). 

Other research objects are long posts written by people in pre-suicidal condition. The posts were 
colored with depression, were self-focused, expressed negative emotions (psychological pain). The 
anonymity factor, conducive to more active sharing of one’s ideas was observed, too (Barak and Miron, 
2005). Sueki H. (2015) revealed the relations between suicide-related postings (including texts containing 
“want to commit suicide” and “want to die”) and suicidal behavior. It turned out that the first wording (a 
more explicit one) is mostly related to a suicidal attempt and self-mutilation, whereas the second - with 
suicidal thoughts. 

Certain cognitive distortions are peculiar to the adolescents possessing low sociometric status in 
their school groups and visiting certain online suicidal communities. It turned out that the predominant 
individual cognitive mechanisms were black-and-white thinking, catastrophization, personalization, 
devaluation of positive sides, emotional justification and labeling (Luchinkina A. |. and Luchinkina I. S., 
2019). 

In their study of risk factors of shaping suicidal behavior in children and adolescents, which 
was based on the analysis results of postmortem forensic psychological and psychiatric examination, 
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Syrokvashina K. V. et al., (2019) point out that the majority of the adolescents who committed suicide 
were registered users of social networks. The authors believe that what really matters nowadays is not 
only the adolescent's online presence, but also the nature of his/her participation in various groups, 
the involvement in suicidal communities and discussing suicidal actions as something acceptable and 
tolerable. The study points out that posting suicidal content in one’s personal pages isn’t directly indicative 
of one’s involvement in anti-life communities, but it can signify the actuality of the subject and the ideas for 
the adolescent and in some cases deliberation of a suicidal act. 

General availability of the internet, dramatic development of online communications poses new 
challenges in the domain of psychological and interdisciplinary research. Not only does cyberspace make 
it easy for minors to communicate, but it also holds the potential risk of facing new forms of violence, 
abuse, sexual harassment and exploitation. Sexual grooming comes as a special form of online risk- 
taking and victim behavior. Dozortseva E. G. and Medvedeva A. S. (2019) substantiate the relevance and 
necessity for diverse psychological study of grooming and describing the linguistic characteristics of this 
phenomenon, as well as the importance of research of children’s vulnerability and resistance to this sort 
of sexual abuse, its consequences for children’s mental development and also designing of preventive 
programs. 

Due to their immaturity, minors aged 7-15 are vulnerable to different strategies of psychological 
impact used by individuals who perpetrate sexual crimes. Korchagin N.Yu. et al., (2020) also add to 
this category of manipulative techniques of psychological impact the following: “informing”, “convincing”, 
“instillation”, “forcing”. 

Medvedeva A. S. and Dozortseva E. G. (2019) also mark out various characteristics in online 
grooming such as the sorts and stages of influence (e.g. contacting, preparation, sex-related 
communication), grooming tactics (e.g. provocative statements to evoke denial on the part of the minor 
and his/her subsequent emancipation, comparing him/her to the sexually emancipated peers in order 
to stimulate imitation; deception and misleading; threats; blackmailing; destructive criticism; insults 
etc.). It was shown that only 50% of minors in the sampling resisted online grooming, whereas the rest 
turned out to be susceptible to grooming tactics. In the authors’ opinion, it may be indicative of their 
credulity, the minors’ unawareness in the context of online risks and safety and in certain cases signify a 
tendency towards deviant behavior in the minors themselves. The interpretations given point to the need 
of developing preventive and educational programs for children and their parents. 


Models of risk assessment of deviant behavior 


Sarna A. Ya (2014) defines three major paradigms by highlighting certain objects of research 
(computer-mediated communications, the media and their representatives, the problems which users 
focus on etc): 

1) The cultural and historical paradigm within which media content is considered as a logical 
stage of development in the history of mass communication media and computer technology; its 
multimedia, hypertextual and interactive nature is seen as the key features, technical features of means 
of communication on the Internet and capabilities of online communications etc (D. Bell, M. Castels, L. 
Manovich, A. Darley, H. Jenkins, B. Peters, V. Savchuk, N. Sokolova, D. Galkin, O. Goryunova et al.). 

2) The social and psychological paradigm focuses on studying the specifics of users’ self- 
presentation and self-identification, on the gender and age of participants in online interaction, on the 
motives and details of their behavior and on either constructive or destructive effect the participants 
have on the socium etc (H. Bechar-lIsraeli, N. Ellison, R. Heino, J. Gibbs, D. Huffacker, B.G. Chenault, V. 
Nesterov, A. Myshenkova, E. Goroshko, A. Voiskunskiy et al.). 

3) The linguistic paradigm focuses on studying the stylistic diffusion and the multilingual nature of the 
internet, the language changes occurring on the lexical, syntactical, grammatical and other levels, as well 
as the correlation between verbal and graphic communication components and discursive peculiarities 
in online communication practices etc (C. Thurlow, D. Crystal, J. Runkehl, P. Schlobinski, T. Siever, L. 
Ivanova, L. Shchipitsina, O. Dedova et al.). 

The review of the studies shows that it’s feasible to single out the following models for risk 
assessment of different kinds of deviant online behavior: 

- respondents’ subjective attitude to certain online phenomena and content they face on the internet 
and in social networks as users; 

- media content found in various communities of social networks and online platforms whose users 
participate in those communities; 

- media content found in users’ personal profiles and pages; 
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- users’ psychological make-up on the basis of the data of psychological testing, including the 
tendency to offline deviant behavior and comparing these data with the users’ activity in social networks. 

In our view, the most productive approach to developing the model of risk assessment of deviant 
online behavior in adolescents is the cultural and historical one. In L. S. Vygotsky’s cultural-historical 
concept it is maintained that mental growth is culturally conditioned and is transformed in the course 
of social and historical processes. In this theory there is an idea about the ontogenetic development 
as the relationship between the real (natural) and ideal (cultural) forms. The interaction between these 
forms gives orientation to development. Besides, it is the social environment, that determines and is 
the source of cultural development of a child, it also holds ideal forms (Vygotsky, 1983; Vygotsky, 1999; 
Kurysheva, 2003). Digital technology is a new instrument for mediation, whereas the online space is the 
virtual analog of how a society reproduces in real life (Rubtsova O. V., 2019). Consequently, the social 
situation of a child’s development takes on a new form: not only does the child interact with his/her real 
social environment, but also with the reality and online virtuality combined together. Given that generally 
the social situation of development is a kind of a standard for relationships which comes as a result of the 
historical development of a society, in the real life of a child there can emerge an interpersonal situation 
of development reflecting that particular child’s relationships with his/her immediate social environment 
in the reference groups he/she belongs to and on whose opinions he/she relies (Venger, 2014). At the 
same time, similarly to the real environment, the internet contains patterns and forms of both normative 
and non-normative behavior, and due to the aforementioned factors (anonymity, deindividuation etc.) 
the barriers to the latter are lowered in the online space. According to Vygotsky's concept, every mental 
function initially appears in the outer, social circle as interpsychic and, later on, as inner or intrapsychic. 
As a result of this interiorization process, the social beliefs, norms (or vice versa - anti-norms) of internet 
communities, reference groups are acquired by the child and come as his/her own beliefs, dispositions 
and behavioral regulators. The typical forms of the child’s behavior become part of his/her individual and 
psychological features, which also regulate the behavior. 

On the basis of the points given, a model is proposed for risk assessment of adolescents’ deviant 
behavior. Such assessment must consider problem aspects, related to the risk of antisociality or 
victimhood, as well as the resources which address the adolescent person’s needs and enabling his/her 
positive development. The following parameters are included in the assessment: 

1. The values, norms and beliefs which are translated by the groups the adolescent person belongs 
to. The information analyzed are: the content of the websites and group chats, their participants’ interests, 
mutual interactions and social beliefs. 

2. The interindividual characteristics of adolescent's interactions with the virtual environment. The 
researched parameters are: the extent of one’s online involvement (the risk of internet addiction, the breadth 
of his/her contacts), choice of contacts with internet communities (as represented in the adolescent's 
Web-based accounts), communication intensity, online self-presentation, linguistic peculiarities of one’s 
expressions and conversations etc. It is important to notice the adolescent’s current or past participation 
in hazardous activities on the internet (e.g. cyberbullying, joining suicidally inclined communities etc.). The 
adolescent's prosocial acts, interactions and self-presentation which are not peculiar to deviant behaviors 
are also taken into consideration. 

3. The adolescent's intraindividual traits. It is important to find how the social norms of the online 
communities have effect on his/her individual consciousness, to which extent they are interiorized, how 
strongly they correlate with the adolescent's personal views, beliefs and attitudes. We also analyze 
individual psychological traits which are conducive to asocial manifestations (e.g. aggression, the traits 
belonging to the “dark triad” or “tetrad”) or victimhood (personality’s immaturity, anxiety, low self-esteem 
etc.), as well as individual traits which inhibit asocial or victim manifestations. 

The information obtained as a result of such research will enable one to build an understanding of 
the adolescent's online activity and to probabilistically assess the risk of his/her online deviant behavior. It 
should be remembered though, that the social environment of the adolescent is an integral whole and his/ 
her virtual world should be considered in conjunction and interaction with his/her real one. Similarly, the 
traditional assessment of deviant behavior risk (based on the existing models) for today’s adolescent would 
be incomplete without taking his/her online activities into account. It is the generalized comprehensive 
analysis that will make it possible to carry out an integral assessment of deviant behavior risk of the 
adolescent and, if necessary, develop a prevention/rehabilitation program. 

It should also be noted that in the general context of the cultural-historical approach, the further 
elaboration of this problem will undoubtedly rely on the progress in psychosocial studies of social 
beliefs, situational norms, social identity, self-presentation and other phenomena which are important 
for understanding the structure and mechanisms of various group and interindividual processes in which 
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adolescents are involved on the internet. 

In comparison to the existing approaches for studying behavior of young internet users which 
implement partial theoretical ideas and concepts, the model we propose not only contains recognized 
theoretical grounds, but also encompasses different levels of analysis (group, interindividual, 
intraindividual). This model is a part of a more general system of risk assessment of deviant behavior in 
adolescents as a whole and is focused on practical application in social counseling of adolescents with 
deviant behavior and also in preventing such behavior. There are plans to methodically operationalize the 
model and develop appropriate research tools in the future. 


Conclusion 


In the contemporary era the internet technologies are becoming part of the worldview of people so 
much that they start feeling they are important participants in global processes. The internet and social 
media find their most active use in adolescent and youth circles. 

Among the consequences of social media penetrating daily life, it seems possible to distinguish 
transformation and simplification of communication process, alteration of power relationships and 
communication standards. Participants in communication now have various options for keeping their 
anonymity (with the ensuing psychological consequences). They have freedom to a degree of enabling 
them to construct and modify their identities, interrupt and completely stop their communication at any 
moment 

Misusing internet technologies results in a number of changes to the subject of communication 
himself/herself, among which are effort deficit, leading to voluntary regulation deficit. This, in turn, creates 
difficulties in initiating and planning one’s activities, impairs control and brings about infantilization. Besides, 
higher mental functions isolation and irregularity in their hierarchical makeup is associated with “clipped 
mindset”, barriers blurring, problems with undertaking obligations and responsibilities, subordination as 
well as diffused identity 

The analysis of the studies indicates the negative side of using the internet and social networks, 
points to the emerging phenomena of the anti-normative spectrum. On the one hand, the explanatory line 
appeals to the deindividuation construct, which suggests that in this state a person behaves differently 
than outside it. The analysis of how one behaves in the internet space is hardly applicable to predicting 
one’s actions in the real world. 

On the other hand, there are reasons to suggest the existence of personality predictors of deviant 
behavior, transgression and violation of social norms. The configuration of these predictors includes the 
so-called dark tetrad (psychopathy, machiavellism, narcissism and sadism). 

The analysis we performed makes it possible to outline a structured model for risk assessment 
based on the cultural-historical concept, which possesses a certain set of group, interindividual and 
intraindividual constructs. We think that this model of risk assessment is a promising way to predict how 
online and offline behavior correlate. 

Besides, it should be possible to outline a direction to developing preventive measures against 
deviant behavior (both online and offline). This involves the construct of cognitive flexibility (we'll use 
one of the definitions dealing with mental ability that characterizes an “individual’s ability to transform 
their cognitive attitudes in response to the changing conditions of their life activity” (Osavolyuk E.Yu., 
Kurginyan S.S. 2018, p.138). At the same time, psychological prevention aims to avert developmental 
and behavioral problems through creation of conditions for successful formation and development of 
the personality resources which would assist in coping with various difficult life situations and increasing 
resistance against adverse factors (Bogdanovich N. V. and Delibalt V. V., 2020). It is important to pay 
special attention to developing technologies of online and offline assistance for minors in response to the 
factors they face on the internet. 
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